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ABSTRACT

NDN has been widely regarded as a prom-
ising representation and implementation of infor-
mation-centric networking (ICN) and serves as a
potential candidate for the future Internet architec-
ture. However, the security of NDN is threatened by
a significant safety hazard known as an IFA, which
is an evolution of DoS and distributed DoS attacks
on IP-based networks. The IFA attackers can create
numerous malicious interest packets into a named
data network to quickly exhaust the bandwidth of
communication channels and cache capacity of
NDN routers, thereby seriously affecting the routers’
ability to receive and forward packets for normal
users. Accurate detection of the IFAs is the most crit-
ical issue in the design of a countermeasure. To the
best of our knowledge, the existing I[FA countermea-
sures still have limitations in terms of detection accu-
racy, especially for rapidly volatile attacks. This article
proposes a TC to detect the distributions of normal
and malicious interest packets in the NDN routers
to further identify the IFA. The trace back method
is used to prevent further attempts. The simulation
results show the efficiency of the TC for mitigating
the IFAs and its advantages over other typical IFA
countermeasures.

INTRODUCTION

With the explosive increase in Internet traffic and
services, users are more concerned about data
content as opposed to their locations. This trend
could shape the future Internet architecture and
change the mode of data sharing from address/
host-centric into data content-centric. To meet
the changes of user demands, several networking
techniques, such as information-centric network-
ing (ICN) [1] and software defined networking
(SDN) [2], have been developed in recent years.
Among these, an ICN paradigm, called named
data networking (NDN) [3], was proposed to
potentially replace the current Internet protocol
(IP)-based Internet architecture. Compared with
the current transmission control protocol (TCP)/
IP architecture, the NDN is advantageous in terms
of location independence, freedom from domain
name servers (DNSs), better support for mobile
devices, and improved security. Thereby, the
NDN is considered as a potential architecture for
the next-generation Internet.

However, the security issue remains a crucial
concern in any type of network including the
Internet. In the current IP-based Internet, deni-
al of service (DoS) and distributed DoS are two
malicious attacks, by which attackers can send
numerous packets into the network to exhaust
the network resources or to a specific node to
interrupt its connectivity with other network termi-
nals. Thus, such an attack can collapse the entire
network and prevent other users from accessing
it. Owing to its inherent character, the NDN is
immune to disconnection attacks as it eliminates
the concept of data-content address or location.
However, it is vulnerable to an interest flooding
attack (IFA) [4], which is a resource-related attack.
In this attack, the attackers forge numerous inter-
est packets with nonexistent data-content names,
which are the malicious interest packets, to send
to the NDN routers in an attempt to exhaust their
cache memory of the pending interest table (PIT).
Thus, it can prevent normal users from sending
their own interest packets, and possibly cause a
large amount of packet loss.

In this article, we first briefly review the current
studies on the countermeasures for IFA, and then
introduce the idea of Theil index, which is used to
statistically measure economic phenomena [5], to
detect IFA in NDN networks. Based on its theory,
this article proposes a Theil-based countermeasure
(TC) against an IFA in NDNs. The outstanding fea-
tures of the proposed solution can be summarized
as follows. Unlike conventional detection methods
that rely on the PIT status to detect attacks, the TC
can greatly reduce IFA misjudgment and protect
the interest packets of normal users while avoiding
excessive reactions to normal traffic fluctuations.
The received interest packets will be differentiat-
ed and counted as intra-group and inter-group
interest packets by an NDN router. In the TC, the
distribution of the interest packets in a group and
the distribution of the groups in the entire interest
package are calculated. Then, at the time of an
IFA, the TC detects the attack based on the change
of intra-group heterogeneity and the unevenness
of the inter-group to achieve higher fault tolerance
and lower false positives. Combined with the meth-
od of interest backtracking [6], the TC can effec-
tively mitigate the IFA.

The remainder of the article is organized as fol-
lows. The following section presents a survey on
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existing solutions. Then the proposed solution is
described in detail, and the simulation results are
discussed. The final section concludes the article.

REVIEW OF RELATED WORKS

In NDNs, each data is assigned a globally unique
name with a hierarchical structure separated by
“/,” for example, /google/icn/ndn. To obtain
the content, a subscriber, who is a data-content
requester, creates an interest packet containing the
name of the desired data and sends it to the NDN
transport layer to find a potential target data con-
tent. The publisher, who is a data-content holder,
could send back the required data in the form of
data packets through reverse routing of the interest
packet. All the packets are forwarded according to
the hop-by-hop model in the NDN content routers
(CRs). Each CR has three data structures: content
stores (CS), PIT, and forwarding information base
(FIB). The CS caches the data obtained from pub-
lishers. The PIT includes a set of interfaces to han-
dle the interest packets that are waiting to receive
data packets. If a data packet is received, the corre-
sponding interest packet will be consumed. Finally,
the FIB contains the NDN route entries and maps
incoming interest packets to suitable interfaces for
searching the target publisher.

Given that NDN relies on data-content names
for information search and transport, the interest
flooding attackers can forge numerous malicious
interest packets (e.g., interest packets with non-
existent data-content names) and inject them into
the named data network. As illustrated in Fig. 1,
a normal user (S_A) creates and sends an inter-
est packet into the named data network with the
data-content name of /google/movie/Transform-
ers to seek a movie named Transformers. However,
two attackers (S_A and S_B) simultaneously forge
a number of malicious interest packets with non-
existent names of google/movie/random strings
(a, b, 1, 2, #, percent), in which the suffix “random
strings” implies randomly created strings with ran-
dom combinations of letters (a, b), numbers (1,
2), or symbols (#, percent). As there is no corre-
sponding data content to satisfy malicious interest
packets, the malicious interest packets occupy the
PIT of NDN routers CR1 and CR2 in Fig. 1 for a
long time. Thus, they eventually exhaust the cache
memory and network bandwidth, and prevent
normal users from accessing the network to reac-
quire the data packets. If this situation persists for
a long time, the entire named data network could
eventually collapse. Therefore, owing to the sig-
nificant threat posed by the IFA, its detection and
mitigation have become significantly important to
researchers in the ICN/NDN community.

In recent years, many IFA detection and mitiga-
tion schemes have been proposed. Dai et al. [6]
proposed an interest-packet trace-back approach
to mitigate the IFA. When the increment rate of
the PIT entries exceeds a threshold, the publish-
er creates corresponding data packets to trace
the source of the interest packets to identify the
attacker. However, as this approach only relies
on the increment rate of the PIT entries, it has a
high misjudgment rate. Compagno et al. [7] pro-
posed an IFA-detection-and-mitigation scheme
named Poseidon, which can detect the interfaces
of the CRs in the NDN in real-time, analyze the
interest and data traffic, and combine the capacity
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FIGURE 1. lllustration of the IFAs.

occupancy rate of the PIT to identify the [FAs.
However, it may restrict requests from normal
users. Afanasyev et al. [8] proposed three IFA-mit-
igation countermeasures, with the main concept
being the calculation of the ratio of the number
of the received data packets to that of interest
packets sent for each interface of the NDN CRs.
This ratio is called the interest satisfied rate, which
is compared with a preset attack threshold to
determine whether the NDN CRs have suffered
an IFA. Following the rule of NDN, requiring load
balance between interest traffic and data traffic,
Gasti et al. [9] proposed the restriction of exces-
sive interest packets in the interface of the NDN
CRs to mitigate the IFAs. Wang et al. [10] pro-
posed an IFA-mitigation scheme, named disabling
PIT exhaustion (DPE), by which a CR in the NDN
counts the number of expired interest packets.
If the number of interest packets with a specific
name exceeds the preset threshold, the excess
packets will be removed from the PIT to mitigate
the IFAs. However, the DPE approach relies on
the number of expired interest packets in the
PIT and is thus difficult to implement. Al-Sheikh
et al. [11] presented two IFA-mitigation schemes
called the prefix and satisfaction-based pushback
schemes. Similar to the solution in [9], the prefix
pushback scheme requires the use of load bal-
ance between interest and data packets in CRs to
mitigate the IFAs. Although similar to the solution
in [10], the satisfaction-based pushback scheme
uses the number of expired interest packets to
identify and restrict the malicious interest packets.
However, these two IFA countermeasures exces-
sively rely on the status of the PIT and may thus
result in many misjudgments.

The above-mentioned IFA countermeasures
rely on the abnormal status of the PIT to iden-
tify IFAs and may misjudge traffic fluctuations
caused by normal users. To increase the accu-
racy of the attack detection, Xin et al. [12] pro-
posed a cumulative- and relative-entropy-based
IFA-detection-and-mitigation scheme. By counting
the distribution of names in the interest packets
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FIGURE 2. Simulation network topology.

and calculating their information-entropy value,
attacks can be identified. As this scheme does
not rely on the PIT status, it can yield high fault
tolerance and low misjudgment rates. However,
it excessively relies on the name distribution of
the interest packets received from CRs. Thus, it
cannot accurately identify complex attacks [13].
Comparatively, Zhi et al. [14] presented a Gini-
based IFA-detection scheme with relatively bet-
ter performance in identifying attacks. However,
similar to the information entropy-based scheme,
the Gini coefficient relies on the proportion of
the interest packets with a specific name to all the
interest packets. Thus, the CRs become too sensi-
tive to the distribution of the names of the interest
packets, this could easily result in misjudgments.
To overcome the aforementioned limitations of
the existing IFA-detection-and-mitigation schemes,
we proposed the TC in this article. The TC does
not rely only on the PIT status to identify attacks
to avoid overreaction toward the abnormal traf-
fic fluctuation. As it divides the interest packets
into different groups and identifies attacks based
on the distribution of the names of the interest
packets into inter-groups and intra-groups, the TC
can yield a higher fault toleration and lower mis-
judgment rate compared to previously proposed
schemes. With the combination of the track-back
approach, TC can efficiently mitigate the IFAs.

THE PROPOSED THEIL-BASED [FA COUNTERMEASURE
[FA DETECTION

In NDNs, each CR records the name of each inter-
est packet that it received. The CRs can use the
statistical distribution of the names of the inter-
est packets to detect the IFA. When an attacker
launches an IFA, the occurrence frequency of the
forged names in the malicious interest packets will
increase significantly. As the Theil entropy value
calculated using the names of the interest packets
at the CRs decreases abnormally, the change in the
value of the Theil entropy can be used to deter-
mine the situation of networks. Furthermore, the
Theil entropy can divide the interest packets into
groups based on a preset rule to evaluate the con-
tribution of intra-group and inter-group differences.

Type Value

Simulation time duration 300s
Statistical time duration 1s

Attack detection time duration 50 ms
Packet transmission time of each hop 10 ms

Interest packet sending rate by normal users 200 packets/s
PIT cache capacity 50 entries

PIT entries' life time s

TABLE1. Simulation parameters

Given a specific time, suppose a CR has received
n interest packets, and they are divided into k
groups, denoted as gi. Then, the intra-group and
inter-group degree of unevenness of the name dis-
tributions can be defined. The intra-group degree
of unevenness of the name distribution denotes
the proportion of the interest packets as y; to all
the interest packets within a group. In contrast, the
inter-group degree of unevenness of the name dis-
tribution denotes the proportion of the number
of interest packets in group y to the entire num-
ber of interest packets when there is no attack in
the NDN. Given that users’ requests follow the
generally stable Zipf distribution [15], the statisti-
cal value of the Theil’s entropy of the names will
remain within a reasonable range. Simultaneously,
when attackers send numerous malicious interest
packets into the network, the malicious names will
affect the distribution names of interest packets.
Thus, the statistical value of the Theil’s entropy of
the names will go beyond the normal range, result-
ing in the detection of IFAs. The CRs record the
distributions of each interest packet to identify the
interest packets resulting in the maximum changes
in the unevenness degree of the name distributions
in the inter-groups and intra-groups and according-
ly judge them as malicious interest packets. Given
an interest packet’s sample D, we can define the
Theil entropy T(D) as follows:

T(D)=T,+T, =

K K(K .
_ zy—klogy—k+2 Zilogi
=t ey Y

where T}, and T,, denote the inter-group and intra-
group unevenness degree of the name distributions,
respectively. TC’s computation complexity can be
evaluated as follows. First, the number of operations
for T, and T,, are determined as k, where k is the
required number of additions when calculating from
1 to K, and yy + k, respectively. Thus, the total num-
ber of operations is m, which equals to 2k + y;. It
can be seen that m is a constant to make the com-
putation complexity to be O(C).

MITIGATION MEASURES

When an IFA is detected, a trace-back approach
on malicious interest packets can be applied to
localize the attacker’s position, indicating that the
CR that has been attacked and a forged data pack-
et can be created to satisfy the malicious interest
packets. Moreover, by using the resource records

It
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of the interest packets of the PIT, the malicious
packet can be traced back to the attacker. Subse-
quent to identifying the attacker, the attacked CR
can block its interface to prevent the connection to
the attacker with the aim to mitigate the IFA.

SIMULATION AND DiSCUSSION

To verify the accuracy and effectiveness of the
proposed TC, simulation experiments were con-
ducted on the ndnSIM [16] platform. A bina-
ry-tree structure was used as the NDN topology in
the simulation, with one content publisher, seven
NDN CRs, and eight users, including six normal
users and two attackers, as shown in Fig. 2. The
simulation parameters are listed in Table 1 with
the simulation duration set at 300 s. Normal users
send interest packets at a constant rate at the
beginning of the simulation, and the IFA initiates
at 200 s.

First, we introduced abnormal traffic fluctua-
tions from both normal users and IFA to verify the
low false-positive rate or low misjudgment rate
and the high accuracy of attack detection by the
TC. Then, we compared the performance of the
TC with that of other typical IFA countermeasures
with respect to two aspects including the number
of data packets received by normal users and the
occupancy rate of the PIT at CRs.

ACCURACY OF THE TC

When abnormal traffic fluctuations occur due to
normal users, the router that is closest to the con-
tent publisher, such as R1 in Fig. 2, will experi-
ence a PIT overflow, which may result in R1 not
being able to receive subsequent interest packets,
and the upstream CRs and content publisher will
be unable to receive interest packets sent by the
downstream CRs. This may cause PIT overflow of
the downstream CRs and may thus be misjudged
as IFAs by the existing IFA countermeasures.
Figure 3 shows the comparisons among the
IFA-detection accuracy of the proposed TC and
other typical IFA countermeasures. As shown,
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FIGURE 3. Detection of the IFAs.

between 200 s and 230 s, that is, during the abnor-
mal traffic fluctuation, the conventional expired-
PIT-based method misjudges the fluctuation as an
IFA with its detection result as “1,” where value
“1” denotes a detected IFA and value “0” denotes
no detection of IFA. Similarly, although the infor-
mation entropy-based method and Gini impuri-
ty-based method did not misjudge an IFA at the
beginning of the traffic fluctuation, they eventual-
ly made a misjudgment. The proposed TC shows
“0” during the entire traffic fluctuation period, thus
showing an extremely low misjudgment rate. In
addition, as shown, from 230 s to 260 s, a real IFA
occurs in the named data network, and the TC rap-
idly detects the IFA in the entire attack period, thus
proving its high accuracy. This result shows the
advantage of TC over the previous countermea-
sures in distinguishing between abnormal traffic
fluctuation due to normal users and a real IFA.

EFFICIENCY OF TC

In general, normal users request existing data con-
tent with a Zipf distribution [15], while attackers
request nonexistent data with a uniform distri-
bution, and each request differs in most cases.
Under different attacking speeds, we compared
the IFA mitigation under no-measurement and
other typical measurement conditions.
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Figure 4 shows the IFA mitigation effect
between TC and no-measurement conditions for
different attack rates at CR1. Figures 4a and 4b
show the PIT occupancy rate of CR1. As shown,
when the IFA initiates at 200 s, the PIT occupan-
cy rate of CR1 instantly reaches 100 percent. Fur-
thermore, during the 60-s attacking period, the
occupancy rate is maintained at 90 percent to
100 percent. Thus, it results in normal users being
unable to receive their data. In the TC, although
the PIT occupancy rate also instantly reaches 100
percent when the IFA initiates, it reduces to 10 per-
cent to 20 percent after several seconds, and main-
tains the same level during the remainder of the
attack. When the attack rate is doubled, as shown
in Fig. 4b, the TC maintains the PIT occupancy
rate of CR1 at approximately 20 percent during
the entire attack period, indicating that the TC can
effectively mitigate the IFA at different attack rates.
Furthermore, Figs. 4c and 4d show the received
number of data packets by normal users. At the
beginning, the number of data packets received by
all the normal users is approximately 1100, which
is roughly 91.7 percent. When the [FA is initiated,
the number of successfully received data sharply
declines. Under the no-measurement condition,
the number of data packets received by the nor-
mal users reduces at a rate of approximately 80
percent with different attack rates. When the TC
was applied, the number of data packets received
by normal users reduces to less than 100 with an
attack rate of 1000 packets/s. However, after a
short period, the number of data packets received
by normal users recovers and maintains the
received rate at 80 percent to 90 percent of the
level before the attack. Even when the attack rate
is doubled, the TC can still maintain the received
rate at over 50 percent, indicating that the TC can
benefit the normal users under the IFA condition.

Figure 5 shows the comparison of CR1 occu-
pancy rates among four typical IFA counter-
measures, namely, the expired PIT, information
entropy, Gini impurity, and TC. As shown in Figs.

5a and 5b, when an IFA is initiated, the PIT occu-
pancy rate at CR1 instantly reaches its peak after
the attack is detected. The four IFA counter-
measures are all able to mitigate the attack and
reduce the PIT occupancy rate to a stable level.
Compared with the other three IFA countermea-
sures, the expired PIT-based scheme takes the
longest time to recover the occupancy to a stable
level, given that it requires a certain long period
to count the entries of the expired PIT to deter-
mine whether the CR has suffered an attack. In
contrast, the information entropy-based and Gini-
based schemes can obtain relatively ideal results.
However, the PIT occupancy rate exceeds 30 per-
cent under the attack rate of 1000 packets/s, and
approximates 40 percent under the attack rate
of 2000 packets/s in some cases. In contrast to
these schemes, during the entire attack period,
the proposed TC can maintain the PIT occupan-
cy rate at CR1 between 10 percent and 20 per-
cent under the attack rate of 1000 packets/s, and
between 20 percent and 30 percent under attack
rate of 2000 packets/s. Additionally, Figs. 5c and
5d show the number of received data packets
by normal users under different attack rates. It is
obvious that when the IFA is initiated, the num-
ber of successfully received data packets by nor-
mal users sharply declines. The expired PIT-based
scheme can only recover approximately 60 per-
cent and 50 percent data packets by normal users
under the attack rates of 1000 and 2000 pack-
ets/s, respectively, which is relative to the origi-
nal value. The remaining three schemes can all
recover approximately 80 percent and 90 percent
under each of the two attack rates. However,
Figs. 5c and 5d show that although the informa-
tion entropy-based and Gini-based schemes can
yield the same results as that of the TC, the TC is
more stable during the entire attack period.
Therefore, from Figs. 4 and 5, it can be conclud-
ed that the proposed TC is more stable and more
effective in blocking attackers’ actions, and can thus
efficiently mitigate the effects of the IFA for users.
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CONCLUSION AND
FUTURE RESEARCH DIRECTIONS

IFAs can cause significant impairments to named
data networks by preventing normal users from
accessing the network and fetching their data. This
article proposed the TC, which divides the interest
packets into groups and uses the distribution of
their intra-group and inter-group names to detect
the attacks. The simulation results showed that the

TC can not only rapidly detect the IFA but also

identify abnormal traffic fluctuations from normal

users, and thus reduce the misjudgments to improve
attack-identification accuracy. Compared with sev-
eral typical IFA countermeasures, the TC can effec-
tively reduce the PIT occupy rate and increase the
number of data packets received by normal users
under the IFAs. This proves that the TC has a much
better IFA-detection-and-mitigation performance.

As future work, two aspects can be further
investigated:

+ A large scale of NDN in a more complex topol-
ogy, such as the networks in a mesh topology
with hundreds of nodes, will be evaluated by
various simulation experiments.

+ The impacts of complex attacks to the NDN
with the countermeasure of the Theil entro-
py index will be studied. By the complex
attacks, the roles of attackers will change
between normal user and attacker from time
to time.
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